Cornacue Ha o6paboTKy NepCcoHanbHbIX
AAaHHbIX

HacToqawmm nogTeepxaato, YTo ykazaHHble AaHHbIe ABASOTCS MOUMU NePCOHANbHbIMM
AanHbivu 1 gato MNMAO «baHk «CaHkT-lNeTtepbypr» (Janee — baHk) cBoe cornacue Ha 06paboTKy
cnegyloLmMx MOMX NepcoHanbHbIX AaHHbIX, yKa3aHHbIX B 3asiBKe: hamMunums, UMs, 0T4EeCTBO,
KOHTaKTHbIN TenedoH, MHble AaHHbIE, KOTOpbIE A YKka3an (-a) B 3asiBKe.

HacTosiee cornacue npegoctaBnsaeTcs B LENsax nosly4eHms MHOK MHGOpMaLnmn peknamHoro
XapakTepa 0 NpoAyKTax u ycnyrax baHka. ykazaHHbIX MHOIO B 3asiBKeE.

MepcoHanbHble AaHHble MOTYT 0bpabaTbiBaTbCsA cneayowmmMm cnocobamm: ¢ UCNonbL30BaHNEM
CpeacTB aBTOMaTU3NPOBaHHON 06paboTkm 1 6e3 MCNoNb30BaHMS TakMX CPEACTB, BKoyasa cbop,
3anucb, CUCTEMAaTM3aLMIO, HAKOMNMEHWE, XPaHEHWNE, YTOYHEHWE (OBHOBNEHME, UBMEHEHME),
n3BrevYeHune, ncnonb3oBaHne, obesnnymnBaHmne, OriokMpoBaHue, yaaneHme, YHUHTOXXEHNE MOMX
nepcoHarnbHbIX AaHHbIX.

HacTosiee cornacve gaeTcsi Ha BeCb CPOK [0 3aKrioveHns gorosopa ¢ baHkom, Becb Cpok
OENCTBNS [I0roBopa (B Cry4Yae ero 3akiioyeHust), Ha CpoKK, onpeaensieMble TpeGoBaHNSaMM
3aKoHOAaTeNbCTBA M NOA3aKOHHbIX aKTOB, BKIKOYasi HOpMaTMBHbIEe OKyMeHTbl BaHka Poccuu,
CPOKM MCKOBOW AaBHOCTU, a TaKXKe Ha CPOKU, HeoBXxoanMble ANs AOCTMXKEHNUSI YCTaHOBIEHHbIX B
HacTosILLIEeM COrfiacum Lenemn n MoXeT ObiTb 0TO3BaHO NyTeM HanpaBreHNsi MHOK
COOTBETCTBYHOLLETO NMMCbMEHHOIO yBeAOMIeHMs BaHky.

C Monutukon MNMAO «BbaHk «CaHkT-lNeTepbypr» B 0THOLIEHMM 06paboTKM NepcoHanbHbIX JaHHbIX
Bbl MOXXETE 03HAKOMUTbLCS HUXKE.

NOJIMTUKA MNAO «BaHk «CaHKT-NeTepOypr» B OTHOLWEHUM OOPaBbOTKM NepCcoHarbHbIX
AaHHbIX

YTBEPXOEHA lNepsbim 3amectutenem npegcenatens MNpaenenus NAO «baHk
«CaHkT-lNeTepbypr» - rMaBHbIM UCNOMHUTENBHBLIM AUPEKTOPOM 12.09.2022 NeH/1-01P/0509

1. O6wWwme nonoxeHus

1.1. Hactoswas MNMonutuka NAO «baHk «CaHkT-MeTepbypr» B oTHOWEHUM 06paboTku
nepcoHarnbHbIX AaHHbIX (Aanee — MNonutuka) yctaHaBnmeaeT obLmne noaxoabl K obpaboTke
nepcoHanbHbIX AaHHbIX (Aanee — MNOH) dounanyecknx nuy, B NAO «baHk «CaHkT-MNeTepbypr»
(mnanee — baHk), onpegensieT uenun 1 NpaBoBoe ocHoBaHWe 06paboTku NH, a Takke kaTeropmm
MOH, obpabaTbiBaeMbix B baHke.

1.2. MNMonuTtuka paspaboTaHa B COOTBETCTBUM C TpeboBaHuamMu degepanbHOro 3akoHa ot
27.07.2006 Ne 152-®3 "O nepcoHarnbHbIX AaHHbIX" (aanee — 3akoH Ne 152-93), a Takke
yuuTbIBaeT TpeboBaHus:

e [lonoxeHns 06 ocobeHHOCTsIX 06paboTKM NepcoHarbHbIX AaHHbIX, OCyLLecTBnsieMoii 6e3
NCMonb30BaHNs CPeacTB aBToMaTn3auun, yTBEPXKAeHO noctaHoBneHem Npaeutensctea
P® o1 15.09.2008 Ne 687;



TpeboBaHus K 3aWwmnTe NepcoHarnbHbIX 4aHHbLIX MPU X 06paboTke B MHPOPMALMOHHbIX
CUCTEMAaXx NepPCOHarnbHbIX AaHHbIX, YyTBEPXAEHbI NOCTaHOBNeHneM NpaBuTtensctea PO ot
01.11.2012 Ne1119;

Mpuka3s CTIK ot 18.02.2013 Ne21 «O6 yTBepxaeHun CocTtaBa 1 cogepxaHus
OpraHM3auNoHHBIX 1 TEXHUYECKNX Mep No obecneveHunto 6e30nacHOCTM NepcoHarnbHbIX
AaHHbIX NpK Mx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANBbHbIX AAHHBLIX»;
Mpuka3 PockomHaasopa o1 30.05.2017 N 94 "O6 yTBepXAEHUN METOANYECKNX
pekomMeHaaLmMn No yBe4OMIIEHMIO YNONTHOMOYEHHOIO OpraHa o Hadane obpaboTku
nepcoHarnbHbIX aHHbIX U O BHECEHUN U3MEHEHWI B paHee NpeacTaBNeHHble CBEAEHUS".

1.3. Hactosiwasn Monutuka pernameHTUpyeT creayoLne Bonpochl:

nopsaok obpadoTkm MNOH B paznnyHbix busHec-npoueccax baHka;

opraHusauus npuema n o6paboTtkm obpalueHnin/3anpocos cyobekToB MNH;
nepevyeHb Mep, HanpaBfeHHbIX Ha NPefoTBPAaLLEHME U BbISIBIEHNE HAPYLLUEHWI
3akoHogaTtenbcTBa Poccunckon ®enepaumnm B cchepe obpabotkm MNOH, ycTpaHeHne
NocneacTBUN TakUX HapyLUEHWUI;

nopsaoK 03HakoMneHus paboTHMKoB baHka ¢ 3akoHO4aTENbCTBOM U BHYTPEHHUMM
nokymeHTamu o MNAH;

nopsaok opMmnpoBaHns U HanpaeneHus ysegomneHun o6 obpabdotke MAH/
NMHPOPMAaLMOHHBIX NMCEM O BHECEHUWN U3MEHEHWI B paHee NpeacTaBneHHble CBEAEHUS B
YMNOSTHOMOY€EHHbIN OpraH no 3awmTte npas cyobekTos M1

nepeveHb NPaBOBbIX, OPraHM3aLMOHHbBIX U TEXHUYECKNX Mep No obecneveHmnto
©esonacHoctu MNAH;

NnopsiAoK OCYLLECTBINEHWS BHYTPEHHETO KOHTPOns 3a cobntogeHnem baHkom n ero
paboTHukamu 3akoHogaTtenbcTBa Poccuiickon degepaumm o NOH, B TOM Yncne
TpebosaHun k 3awmte MNAH.

1.4. B uenax obecnevyeHuns BoiNoNHEHNA BaHKkoM 0693aHHOCTEN, NPeayCMOTPEHHbIX
3akoHogatenscTeoM P® o MN[H, B BaHke Ha3Ha4YaeTcst NUL0, OTBETCTBEHHOE 3a OpraHM3aumio
obpabotku MNOH (OTBETCTBEHHLIN MO NMOR).

1.5. TepMUHBbI, UCNonb3yeMble B HacToswen MNonuTuke:

nepcoHanbHble gaHHble (MOH) — ntobasa nHdopmMaLumsi, OTHOCALLAACS K MPSIMO Unn
KOCBEHHO onpegeneHHoMy Unm onpegendemomMy rsnmyeckomMy nuuy (CyobekTy
nepcoHanbHbIX AAHHbIX);

orneparop NepcoHanbHbIX AaHHbIX (ONepaTop) — rocyaapCTBEHHbIN OpraH,
MYHUUUNAanbHbIA OpraH, topuanyeckoe nnn usndeckoe nuLo, CaMoCTOATENbHO UMk
COBMECTHO C ApYrMMM NULAMN OpraHnsyoLLmne 1 (Unum) ocyulectengtoLime obpaboTky
MO, a Takke onpegensatowme uenm obpabdotkm MNOH coctar MNIOH, nognexaimx
obpaboTke, aencTeus (onepauum), copepLuaemsble ¢ MNMOH. baHk sBNsSieTCst onepaTopom;
obpaboTtka NAH — ntoboe gencreme (onepauus) Unm COBOKYNHOCTb AENCTBUN (onepawnin)
¢ MNOH, coBepLiaeMbIX C UICMONb30BaHMEM CPEeACTB aBToMaTtm3aumm unm 6e3s nx
ncnonb3oBaHuda. ObpaboTka MNOH BkntovaeT B cebs, B TOM Ymcrne: cbop; 3anumch;
cucTemMaTu3aumio; HakoMneHne; XpaHeHne; yTouHeHne (06HOBNEHNE, UBMEHEHNE);
n3BrneyeHue; UCNonb3oBaHWe; nepegayy (pacnpocTpaHeHne, npegocTaBneHne, JocTyn);
obesnuunBaHue; 6GrIoKMpoOBaHUE; yaaneHue; YyHUYToXeHne.

aBTOMaTM3npoBaHHasn obpaboTka MNOH — o6paboTka MNLH ¢ NoOMOLLbIO CpeacTs
BbIYUCITUTENBHOMN TEXHUKU;

pacrnipoctpaHeHue NOH — gencTBus, HanpasneHHble Ha packpbiTye MNMOH
HeonpeaeneHHoOMY Kpyry nuu;



npegoctaeneHue MNOH — gencTeuns, HanpaeneHHble Ha packpblTue MNIH onpeaeneHHoOMy
nuuy nunu onpegeneHHoMy Kpyry nuu;

OrokmpoBaHme nepcoHarbHbIX aHHbIX — BpEMEHHOE npekpaLlleHne obpabotku MNAH (3a
NCKNIOYEeHneM cny4vaes, ecnv obpaboTka Heobxogmma ansa ytouHeHuna MNMAH);
yHu4TOXeHue MNMOH — 0encTBmA, B pesynsraTe KOTOPbIX CTAHOBUTCSA HEBO3MOXHbIM
BoccTaHoBUTb cogepxkanue MNOH B ICT10H n (Mnn) B pesynkTaTe KOTOPbIX YHUUTOXaKTCA
MaTtepuarnbHble HocuTenu MNMAOH;

obeanuunsanme MNOH — 0ENCTBMS, B pe3ynbTaTe KOTOPbIX CTAHOBUTCS HEBO3MOXHbIM 6e3
MCNonNb30BaHNA AOMNONHUTENBbHOW MHAOpMaL MK onpeaennTb NpuHaanexHocTb MNOH
KOHKpeTHoMY cybbekTy MNH;

MHdOpMaLMOHHas cucteMa nepcoHarnbHbIX aHHbIX (MCIH) — COBOKYNHOCTb
copepxawmxcs B 6asax, gaHHbix MOH n o6ecneunsatomx nx obpaboTky
MHAOPMALIMOHHBIX TEXHONOMIN 1 TEXHUYECKNX CPEACTB;

TpaHcrpaHnyHaa nepegadya MNAH — nepegada MNOH Ha TeppPUTOPUIO MHOCTPAHHOIO
rocygapcTsa opraHy Bnactu MHOCTPaHHOMO rocy4apcrsa, MHOCTPaAHHOMY on3n4ecKomy
nULY NN NHOCTPAHHOMY HOPULANYECKOMY NNULY.

cyobekT MNOH - dhusnyeckoe nmuo, Ybk NnepcoHanbHble AaHHble baHk o6pabaTbiBaerT,
npegnonaraet obpabatbiBaTth B 6yayLiem nnu paHee obpabatbiarsn.
KOHpmaeHumansHocTb NH — o6s13aTensHoe ans cobniogeHns baHkoM unm NHbIM NULOM,
nony4ymsLmMm goctyn k MNOH TpeboBaHue, He packpbiBaTb TPETLUM NMLAM U HE AOoNyCKaTb
ux pacnpoctpaHeHus 6e3 cornacus cybwekTa MNAH nnu HannumMs IHOro 3aKOHHOTO
OCHOBaHWUs.

1.6. [NpaBa n 06a3aHHocTM baHka u cybbekTa MNOH

1.6.1. baHk Bnpase:

1.6.2.

npegoctaenatb [NOH cybbeKkToB TPETbUM NKLLIAM, ECNN 3TO NPEayCMOTPEHO
TpeboBaHNAMN OENCTBYIOLLErO 3aKOHOA4ATENbLCTBA (HANOroBble, MPaBOOXPaHUTENbHbIE
opraHbl 1 ap.);

OTKasbliBaTb B npegocTasneHun MNOH cybwekTy MNOH B cnyyasix, npegycMoTpeHHbIX
3aKoHOOATENbCTBOM;

npounssoanTb 06paboTky NOH cybbekTa 6e3 ero cornacusi B criyvasix, NpeaycMoTPEHHbIX
3aKoHOOATENbCTBOM.

3awmuaTb CBOM NpaBa 1 3aKOHHbIe UHTepechl B cyaebHOM nopsake.

BaHk obs3aH:

npoussoanTb 06paboTky MNMAH Npy HaNMYUM NPaBOBbLIX OCHOBAHWA;

NpPUHUMaTbL Mepbl N0 obecnevyeHnto KoHdUaeHUnansHocTN 1 6eaonacHocTu MNOH;
obecneunTb HEOrpaHNYEHHbIN OOCTYM K JOKYMEHTY, onpegenstoLiemy ero Nonntuky B
oTHoweHun obpaboTkn MAOH;

coobuwaTtb cybbekTy MNOAH nnm ero npegcrasuTento MHdopmMaumo o Hanuumm MaOHx,
OTHOCSLLMXCSA K COOTBETCTBYIOLLEMY cybbekTy N[H, a Takke NpeaocTaBUTb BO3MOXHOCTb
O3HakomneHus ¢ Takumu MNOH npu obpaleHnn cybbekTa MNOH unu ero npeacrasuTens;
NpeaocTaBnAaATb OTBEThI HAa 3anpocbkl/obpalleHnsa cyobekTos MNH;

NPYHMMaTb Mepbl MO YCTPAHEHMWIO HapyLLEHWI 3aKOHOA4ATENbCTBA, AOMNYLLEHHbIX NPK
obpaboTke [N[H, N0 yTo4HEeHMI0, BrioKMpoBaHuMo U yHUYTOXeHUIO [NH B cnyvae nx
BbISIBINIEHUS.

npoun3BoanTb MHPOPMNPOBaHME 06 MHUMAEHTAxX B COOTBETCTBME C 4Y.12.13.14 cT.19
3akoHa Ne152-d3;



He OTKa3blBaTb B 00CNyXMBaHMM B Cry4ae oTkasa nuua, obpaTtmBLlerocd 3a
COOTBETCTBYHOLMMM yCriyramu, NPeaocTaBuTb GoMeTpu4eckme nepcoHanbHble 4aHHbIe
n/vnn gatb cornacue Ha o6paboTKy NepcoHanbHbIX aHHbIX, €CNIN B COOTBETCTBUM C
denepanbHbIMK 3akOHaMK nonyyeHne baHkom cornacusa Ha 06paboTKy nepcoHanbHbIX
JaHHbIX He sBnsAeTcs 00s3aTenbHbIM;

BbIMOJSTHATbL MHbIE NPEeaYCMOTPEHHbIE 3aKoHoaaTenscTBoM Poccuiickon ®egepaumm
0b6s3aHHOCTMW.

1.6.3. CybbekT MNAOH, 06nagaeT npaBamu, NpegycMOTPEHHLIMU 3aKOHOAATENIbCTBOM, B TOM YMCne

Mony4yatb MHGopMaumto, kacatoLytocs 06paboTtkm ero MNAH, Bkntovas:

noaTeepxaeHne dakta obpadotku MNOH BaHkom;

npaBoOBble OCHOBaHMSA 1 Lenu obpabotku MNAH;

uenu n npnmeHsieMmble baHkom cnocobbl 06padoTku MNOH;

HanMeHOBaHME N MECTO HaxoXaeHus baHka, cBegeHns o nuuax (3a UCKITYeHNEM
paboTHukoB baHka), koTopble umetoT gocTyn K MNAH nnm KoTopbiM MOTYT BbITb PACKPbIThI
MAH Ha ocHoBaHUK foroBopa ¢ baHkoM nnn Ha ocHoBaHMK begepanbHOro 3aKOHa;
obpabatbiBaemble N[H, oTHOCAWMECH K cooTBeTCTBYIOLWEMY CyObekTy MOH, NCTOYHMK X
nony4yeHus, eCnun MHoM NOPSIAOK NPeACTaBEeHNSA TakMX AaHHbIX HE NPegyCMOTPEH
deneparnbHbIM 3aKOHOM;

cpokun 06paboTkm MNH, B TOM YNCIIE CPOKUN UX XPaHEHWS;

nopsaok ocyuiectsneHms cyobektom NOH npas, npegycMOTPEHHbIX HACTOSALLNM
degepanbHbIM 3aKOHOM;

MHdopMaLmMo 06 OCyLLECTBIIEHHON M O NPeAnoriaraeMo TpaHCrpaHUYHOM nepegaye
OaHHbIX;

HaMeHOoBaHWe NN amununio, UMs1, OTYECTBO N agpec NMua, OCYLLECTBSAIOLLErO
obpabotky MNOH no nopy4veHunto baHka, ecnn o6paboTka nopyyeHa nnm Oyaet nopy4yeHa
Takomy nuuy;

MHdopmMaLmio o cnocobax ncnonHeHns baHkom 06s3aHHOCTEN, YCTAHOBIIEHHbIX CTaTbeN
18.1 3akoHa Ne152-03.

WHble cBeaeHNs, NpeayCcMOTpeHHble deaepanbHbIMU 3aKOHaMU.

TpeboBaTb yTouHEHMSA cBOUX [MOH, MX BNOKMPOBaHUSA UMK YHUYTOXEHUA B criyyvae, ecnu MOH
ABNSAIOTCHA HEMNOMHbIMK, YCTapEBLUUMMW, HEAOCTOBEPHBLIMW, HE3AKOHHO MOMYYEHHbLIMW UKW HE
SBNSAKOTCA HEOOXOAMMbBIMUN ANS 3asiBNEHHON Lenv obpaboTku;

O6xanosatb B yNOfIHOMOYEHHOM OpraHe no 3awmTte npas cybbekToB MNOH nnn B cygebHom
nopsiake HenpaBoOMepHbIe AeNCTBUS unm 6e3aencTensi npn obpadotke ero MAH;

3alwmwaTtb CBOM NpaBa W 3aKOHHbIE MHTEPECHI, B TOM YMCIIE Ha BO3MELLLEHNE YObITKOB U (UNN)
KOMMeHcaumMio MoparnbHoro Bpeaa B cynebHom nopsiake.

2. Llenu cboopa NAH

2.1. Obpabotka NAH B BaHke orpaHM4YMBaETCs OCTMXKEHMEM KOHKPETHLIX, 3apaHee
onpegeneHHbIX 1 3aKoHHbIX Lernen. He gonyckaetca obpabotka NOH, HecoBmecTUMas ¢ Lensamm
cbopa MNAH.

2.2. Obbewm, xapaktep obpabaTteiBaembix IMOH, cnocobbl o6padoTkm MNOH B BaHke cOOTBETCTBYIOT
3asBneHHbIM Lensam obpadoTku MNOH.



2.3. Uenn obpabotku NOH B BaHke onpegenstoTcd Ha OCHOBaHWMM, aHanms3a npaBoBbIX aKTOB,
pernaMmeHTUpYyoLWLMX AeaTenbHOCTb baHka, Lenen haktnyecku ocylectensaemon baHkom
AEeATeNbHOCTK, a Takke OeATENbHOCTU, KoTopas NpeaycMoTpeHa ydpeamTenbHbIMN
AoKymeHTamu baHka, n KoHKpeTHbIMK BusHec-npoueccamn baHka.

2.4. Obpabotka NAH B BaHke ocylecTBNseTCA B LEensx:

ocyLiecTBneHns 6aHKOBCKON AeATENBbHOCTH, B COOTBETCTBUE C TpeboBaHNsMMU
degepanbHOro 3akoHa ot 02.12.1990 Ne 395-1 «O 6aHkax 1 6aHKOBCKOW AeSATENbHOCTUY;
OoKa3aHuWs KIMeHTaM NofHOro Komnnekca 6aHKOBCKUX YCNYT;

00513aTeNbHOr0 PackpbITUSt UHPOPMAaLMKN Ha PbIHKE LIEHHbIX Oymar;

packpbITUA MHOpMaumm Ans uenen cobniogeHns aHTMMOHOMOSbHOrO
3aKoHOOAaTeNbCTBA;

cobntogeHns TpeboBaHMn 3aKoHOA4ATENLCTBA MPUY BbiNycke 1 oOpaLleHnm LeHHbIX Oymar;
OCYLLECTBNEHMS NpaB BNagernbLeB LieHHbIX Oymar, BbiNyLLeHHbIX (BblAaHHbIX) BaHkom n
WMHbIMW NNLaMu;

cobntogeHnsa TpeboBaHNn 3aKoHOA4ATENLCTBA O MPOTMBOAENCTBUM Nerannsaunm
A0X0A0B, NOMYYEHHbIX NPECTYNHBIM NyTEM, U (PUHAHCUPOBAHUIO TEPPOPU3MA;
cobntogeHnsa TpeboBaHNn HANOroBOro 3aKOHOAATENbCTBA;

cobntogeHne TpeboBaHNN TPYLOBOro 3aKOHOAATENLCTRA;

OCYLLECTBMNEHNS NCNONTHUTENBLHOIO NPON3BOACTBA;

cobnoaeHns 6aHKOBCKOW TalHbI;

ocyLecTBneHna MUHaAHCOBO-X03SMCTBEHHON AedTernbHOCTM baHka;

peknambl ycnyr baHka;

cobntogeHnsa TpeboBaHNn HBIX HOPMATUBHLIX NPAaBOBbLIX akTOB Poccunckon ®enepauuu.

3. [lpaBoBbIe OCHOBaHUA ob6paboTku NOH

3.1. MNMAH B BaHke obpabaTbiBatoTCA HA OCHOBaHWM:

degepanbHbIX 3aKOHOB, B TOM Yncne denepanbHOro 3akoHa: ot 02 aekabps 1990 r. Ne
395-1 «O GaHkax n 6aHKOBCKOM OeATENbHOCTNY; PeaepanbHOro 3akoHa ot 07 aBrycra
2001 r. Ne 115-93 «O npoTtnBogencTemMm neranusaumm (OTMbIBaHUIO) 40OXOA0B,
Nony4YeHHbIX NPECTYMNHLIM NyTeM, 1 UHAHCMPOBaHMIO Teppopuamar», PeaepanbHoro
3aKoHa OT 30.12.2004 r. Ne 218-®3 «O kpeguTHbIX cTopusx»; PegeparnbHOro 3akoHa oT 22
anpens 1996 roga Ne 39-®3 «O pblHKe LeHHbIX Bymar», oT 23 aekabpsa 2003 roga Ne
177-93 «O cTpaxoBaHuu BKNagoB usnveckmx nuu B 6aHkax PP»; a Takke TpygoBoro
koaekca P®; NpaxxgaHckoro kogekca P®, Hanorosoro kogekca P®, U MHbIX HOPMaTUBHbIX
NpaBoOBbIX aKTOB rOCyAapCTBEHHbIX opraHoB, baHka Poccum, opraHoB MECTHOTO
camoynpaeneHus, NPUHATLIX HA OCHOBaHMM 1 BO MCMONMHEHME heaeparnbHbIX 3aKOHOB;
HacToswwen MNMonnuTunkm, MHbIX BHyTPEHHMX JOKYMEHTOB baHka, paspaboTaHHbIX B
pasBuTHe U gonosiHeHne HacToswen MonuTtuku.

YcTtaBa baHka;

[oroBopos, 3akntoyaemblx Mexay baHkom n cybbekTamm MNOH.

Cornacus Ha 06paboTKy NepcoHasnbHbIX AaHHbIX (B Cry4YasXx, NpsiMo He
npeayCMOTPEHHbIX 3akoHogaTenbcTBOM Poccunckon egepaumm, HO COOTBETCTBYOLLMX
nonHomo4vnam banka).



4. O6bem u Kateropumn, oopabarbiBaembix MNAH,
Kateropuun cyobekToB NOH.

4.1. CogepxxaHune n oobem obpabatbiBaembix [NH AOMKHBI COOTBETCTBOBATbL 3aSBIIEHHBIM
uenam obpabotkm. ObpabatbiBaemblie MNMOH HE AOMKHBI ObITb M30LITOYHBIMM MO OTHOLLEHMIO K
3asiBNEHHbIM LensiM nx obpaboTku.

4.2. B baHke obpabatbiBatotcs MNAH, npuHagnexawme crnegyowmm kateropnam cyobekTos IMOH:

KnueHTam/koHTpareHTamMm baHka (npeactaBuTensam KNMeHToB/KOHTpareHToB baHka),

paboTHukam baHka,

KaHanaaTam Ha BakaHTHble AOSMKHOCTM B baHke,

BnagenbLam LeHHbIX Oymar, BbiNyLLEHHbIX (BblAaHHbIX) BaHkoMm,

yfieHaM U KaHamugatam B YreHbl OPraHoB yrnpaBrieHust N KOHTpons baHka,

€0MHOMMYHOMY UCMONMHUTENBHOMY opraHy baHka,

acmnupoBaHHbIM Nnuam baHka,

nuuam, SBNAILWUMCA Bnagensuamm n/unm cCocTosILUMM B OpraHax yrnpaBrieHu s

HOPUAMYECKMX UL, - BagenbLEB MMEHHbIX LieHHbIX Bymar baHka (B criyyasi,

npeayCcMOTPEHHbIX 3aKOHOAATENLCTBOM),

® nMuaMm, y KOTOPbIX MOXET ObITb 3aMHTEPECOBAHHOCTL B COBEPLUEHUN BaHKOM caenok,
cornacHo cT. 81 ®3 0T 26.12.1995 Ne208-d3 «O6 akUMOHEPHbIX 0OLLEeCTBaX»,

e pykoBoguTensm, paboTHMKaM, ydacTHUKaM (aKLuMoHepam, ToBapuLLiaM, NanLmkam)
KOHTpareHToB (NOTeHLManbHbIX KOHTPareHToB) baHka, pPUONYECKNX NILL - KITMEHTOB
(noTeHumManbHbIX KNMEeHToB) baHka.

e Bbirogonpuobpetatensm, pacrnopsagutensm, beHedurumMapHbIM BragenbLam,

nopy4nTensim.

4.3. B baHke obpabaTtbiBatoTcs criegytowmne kateropum MNMOH: bammnus, ums, oT4eCcTBO; Aarta u
MECTO POXAEHWS; aApec; CeMENHOE NOMNOXEHNE; UMYLLIECTBEHHOE NOMNoXeHne; obpasoBaHue;
npodeccusi; 4oxoabl.

4.4. Opyrune kateropwu MNMAH: kpegutHas uctopusa dpusmnyecknx nud; MHH, CHAUJC, rpaxgaHcTso,
AaHHble [JOKYMEHTOB, YAOCTOBEPSIOLLUMNX NMUYHOCTb, AaHHbIE MUTPALMOHHbLIX KapT, AaHHbIe
OOKYMEHTOB, NOATBEPXAaLLMX NpaBo npebbiBaHns Ha Tepputopun PP, Homepa TenedoHoB,
dakcoB, agpeca 3MeKTPOHHOM MoYTbl, AOMKHOCTbL, MecTo paboThl, agpec mecta paboTsl,
CBe[leHNs O Hanm4um (OTCyTCTBUK) CYAMMOCTN CyOBbEKTOB NEPCOHAaNbHbIX AAaHHbLIX ANS Cry4aes,
NpsiMO NpeayCMOTPEHHbIX deaeparbHbIMU 3aKkOHaMU, JaHHbIE O BOMHCKON 06A3aHHOCTU U MHbIE
KaTeropuv B COOTBETCTBUM C TpeboBaHUAMY AENCTBYOLLEro 3aKoHoAaTeNbLCTBA.

4.5. Npounssoagntca obpabotka Gnomerpuydeckmx MNAH:

doTorpadmyeckmx n3obpaxxeHun,
MHpopMaLmm 06 0COBEHHOCTSX CTPOEHUS NanUNNAPHbIX y30pOB NnarnbLeB pyK
paboTHukoB baHka.

e vHdopmaunn 06 ocobeHHOCTSAX CTPOEHUSI PUCYHKA BEH NagoHen paboTHMKoB baHka
KIMEHTOB.

4.6. B baHke 3anpeLlleHa o6paboTka cneunanbHblx kateropui MNOH, KacaoLwmxcs pacoBowy,
HaUWOHaIbHON NPUHAANEXHOCTU, NONIUTUYECKNX B3IMAAO0B, PENUIMO3HBIX UM nITOCOCKNX
y6exaeHnin, MHTUMHOW >KNU3HW.

4.7. ObpaboTka gaHHbLIX O COCTOSIHUK 300POBbS AOMYCKAETCS TONbKO B OTHOLWEHUN [NOH
paboTHMKOB 1 KaHAMAATOB Ha paboTy B noapasaeneHuns baHka B Lensx ncnonHeHus



[ABYCTOPOHHMX JOrOBOPOB, PETYNMPYHOLLMX TPYAOBbIe OTHOLEHUS BaHka 1 ero paboTHuka, a
TakkKe B LeNnsxX UCNONMHEHUsI AeNCTBYIOLLErO TPYO4OBOro 3aKOHoAaTeNbCTRA.

5. Mopsaok n ycnosua oobpadotku MNAH.

5.1. O6pabotka NOH B BaHke ocyLlecTBnseTcs cnegyrowmmmn cnocobamm: cbop; 3anuce;
cucTemMaTu3aumio; HakoMnneHne; XpaHeHne; yTouHeHne (06HOBNEHNE, UBMEHEHNE); N3BIEYEHME;
ncnonb3oBaHWe; Nnepeaavy (NpegocTaenexnne, 4ocTyn); obesnMuneaHne; GrokKMpoBaHuE;
yaaneHue; YyHU4ToxeHue.

5.2. B cnyyae Heo6Xx0aAMMOCTY B3aMMOAENCTBUSI C TPETbUMU NMLLAMWN B PaMKaX AOCTMKEHNS
uenen obpaboTkum MNMAH ykasbiBatoTca ycnosusi nepegayn NOH B agpec TpeTbmx nuy, (Hanpumep,
Hanuuue gorosopa nopyyeHust Ha obpabotky N[H B cooTBETCTBME C 4.3 CT.6 3akoHa Ne152-93), B
TOM Ymncne, HaxogsaLmxcs 3a npeaenamu Poccuiickon ®eaepaumm (TpaHcrpaHnyHasa nepegava).

JInuo, ocywectensitowee o6pabotky MNOH no nopy4veHnto baHka, 06s3aHo cobntogate NPUHLUMMI
1 npasuna obpaboTkum MNMAH, npeaycMoTpeHHble 3akoHogaTenbcTBOM. B nopyyeHun baHka
OOMmkHbl 6bITh onpeaeneHsbl nepeyeHs MNMAH, nepeyeHb aencteumn (onepauui) ¢ MNOH, koTopble
OyaoyT coBepLuaTbCA NMLIOM, OCyLLEeCTBRsSOWMM 06padoTky MOH, n uenv obpaboTkn, omKHa
ObITb YycTaHOBMEHa 0693aHHOCTb Takoro nuua cobniogate KoHmaeHunansHocTs MNOH,
TpeboBaHUSA NpeayCMOTPeHHbIe 4.5 ¢T.18 1 ¢T.18.1 3akoHa Ne152-d3, 06493aHHOCTb MO 3anpocy
BaHka B Te4eHune cpoka aenctaus nopyyeHnsa baHka, B Tom uncne go o6paboTku nepcoHanbHbIX
OaHHbIX, NPeAoCTaBNATb AOKYMEHTbI U MHYO MHCOPMaLMIO, NOATBEPXKAAIOLLME NPUHATAE MEP U
cobntogeHne B Lensix UcrnorHeHus nopy4veHns barnka TpeboBaHuiA, yCTaHOBMNEHHbIX B
COOTBETCTBUM CO cTaTben 6 3akoHa Ne 152-03, ob6s93aHHOCTL 0becneymBaTb 6e3onacHocTb MOH
npu nx obpaboTke, 4OMKHbI BbITh YKa3aHbl TpeboBaHus K 3awwmnTte obpabaTbiBaemMblx [N0H B
COOTBETCTBUM CO CT. 19 3akoHa Ne152-d3, B Tom uncne TpeboeaHna o6 yeegomrieHmn baHka o
cnyyasx, npegycMoTpeHHbIX 4.3.1 ¢T.21 3akoHa Nel152. Jluuo, ocywecTtensatoLlee obpaboTky MAH
no nopy4eHuto baHka, 06s13aHo obecneynTb 3anUchb, CUCTEMATU3ALNIO, HAKOMNSIEHNE, XPaHEHME,
yTO4HEeHne (0OHOBMNEHWE, M3MEHEHNE), N3BNEYEHNE NEePCOHaNbHbIX AaHHbIX rpaXaaH
Poccuiickon denepalmm ¢ ncnonb3oBaHnem 6a3 AaHHbIX, HAXOASLWMXCA Ha TEPPUTOPUM
Poccuickon denepaummn, 3a UCKMHOYEHNEM ClyYaeB, YKasaHHbIX B MyHKTax 2, 3, 4, 8 4actn 1
cTaTbh 6 3akoHa Ne152-P3.

5.3. Cpokun 06paboTkm n xpaHeHusa MNOH onpenenaoTcs B COOTBETCTBUN CO CPOKOM AENCTBUSA
aoroBopa ¢ cyobekTom MNOH, TpeboBaHnaMM 3akoHogaTenbCcTBa PP 1 N0A3aKOHHbLIX aKTOB,
BKITHOYasA HOpMaTMBHbIE OKYMeHTbI BaHka Poccum, CpokoM MCKOBOM AaBHOCTM, MPUKA30M
depepanbHOro apxmBHoro areHTcTea (Pocapxms) o1 20.12.2019 1. N 236 «O6 yTBEpPXXAEHUN
lMepeyHs TMNOBbLIX YNpaBNeHYECKNX apXUBHbIX JOKYMEHTOB, 06pa3ytoLmnxcs B npouecce
AEeATeNbHOCTU roCyAapCTBEHHbBIX OPraHoOB, OPraHOB MECTHOMO CaMOYMpaBIEHNSA U OpraHn3aLuni,
C yKa3aHMeM CPOKOB X XpPaHEHUSI».

5.4. MNOH sengatTca KoHaeHUnansHon nHdpopmaumen, baHkom cTporo cobnogarTcs
TpeboBaHusa koHduaeHUmansHocTn MNOH, ycTaHoBneHHble CcT. 7 3akoHa Ne152-93, a Takke
NPUHUMAOTCS Mepbl No obecneveHunto 6esonacHocTy MNOH npu nx obpaboTke, NpeayCMOTPEHHbIE
Y. 2cT.18.1, 4. 1 cT. 19 3akoHa Ne152-P 3, TpeboBaHNSMI U pEKOMEHOALMSIMN NO 0OECNEYEHNIO
6esonacHocTu MNAOH, npeabasnaembix PegepansHon cnyxbon 6esonacHoctn PO, degepansHomn
CNyX60M Mo TEXHNYECKOMY 1 SKCMOPTHOMY KOHTpOrto P®.

5.5. B BaHke npumeHstoTca cnegytowme mepbl no obecnedveHunto 6esonacHocty MNOH:

1.TexHn4yeckue Mmepbil:



e CpeacTBa 3alMTbl OT HECAHKLMOHNUPOBAHHOIO A0CTYNA (Kak BCTPOEHHbIE B MPUKIagHOE U1
CUCTEMHOE NporpammHoe obecneyeHne, Tak u 4ONONHUTENbHbIE CPeacTBa);
aHTUBMPYCHOE NporpaMmHoe obecneveHue;

cpencTBa pasrpaHu4eHns 4ocTyna K MHGPOpMaLNOHHBIM pecypcam;

MeXCeTeBble 3KpaHbl;

cucteMa obHapyXeHUs BTOPXKEHWUIA;

cpencTBa obHapyXeHWs1 ya3BuMocCTen;

cucTemMa KOHTPOrsi MOYMTOBOro 1 Beb-Tpacdhmka.

2. opraHn3aunoHHbIE Mepbl:

onpegeneHune ypoBHen 3awumiieHHocTy MNOH npu nx obpabotke B MCIOH;
onpegeneHue yrpos 6esonacHocTu MAH npu nx obpabotke B UCINOH;

Ha3Ha4yeHue OTBETCTBEHHbIX 3a obecneyeHne 6esonacHocTy MNMOH 1 OTBETCTBEHHOIO 3a
opraHusauuio obpabotku MNAH;

y4YeT nuu, gonyLieHHbIX K oopadotke MNAH;

nonyyeHune cornacus cyovekrta NOH Ha obpaboTky ero NAH, a Takke nepegady MNOH
TpeTbUM Nuuam;

e yTBepXAeHWe BHYTPEHHUX JOKYMEHTOB, perfnameHTUpyoLWmnX NopsaaoK NonyyYyeHns n
o6pabotku NOH cyobekToB MNAH;

® BO3MOXEHWEe Ha KOHTpareHToB 06513aHHOCTI COBNOAEHNSI KOHPUOEHLMANBHOCTA U
©esonacHocTu Npy obpaboTke nepegaBaembix nm MOH;

e BO3roOXeHune Ha paboTHMKoB baHka, nmetowmnx goctyn K MNOH, OTBETCTBEHHOCTU 3a
cobnitogeHne TpebosaHui 3akoHodaTenscTea PP 1 BHyTpeHHUX AoKyMmeHTOB baHka B
yacTun, KacatoLenca HepasrinalleHnsa kKoHmageHumanbHoONn MHopMauum TpeTbUM NuLaMm;

® BHYTPEHHWUI KOHTPOIb W ayauT cooTBeTcTBUSt 06paboTkm MNMAH TpeboBaHmam 3akoHa
N-152-®3 n gpyrmx HoOpMaTUBHO-NPABOBbLIX AaKTOB;

e ny6nukaums MNMonutnkm B oTHOWEHUN obpaboTku MNOH Ha canTe BaHka.

5.6. YcnoBuem npekpatueHust obpabotkm MNOH siBnsieTcsa goctmkerHne Lenen obpabotkm MAH,
NCTeYeHMe cpoka OeNCcTBUs cornacusa unm ot3blB cornacus cyovekTa MNMAH Ha 06paboTky ero
MAH, a Takxke BbisBNEHWe HenpaBoMepHon obpaboTku MOH.

5.7. XpaHeHnwe MNOH ocywecTensieTca B popme, No3BonstoLLern onpeaenutb cyobekta MNMAH He
JonblLUe, YeM 3Toro TpebytoT Lenm obpaboTkm MNH, 3a NCKNOYEHNEM CIy4YaeB, Korga Cpok
XpaHeHusa MNOH He ycTaHoBMNEH dheaeparbHbIM 3aKOHOM, OrOBOPOM, CTOPOHOW KOTOPOTO,
BblrogonpuobpeTtatenem nnm nopy4ymTenem, No KOTopomy siensetcs cyowekT MOH.

5.8. O6pabotka NOH ocywecTenserca baHkoM ¢ ncnonb3oBaHneM 6a3 JaHHbIX HAXOASALWMNXCSA Ha
Tepputopumn Poccumnckom deaepalmm, B COOTBETCTBME C TpeboBaHnAMM 4.5 ¢T.18 3akoHa Ne
152-93.

5.9. Npn 06paboTke AOKYMEHTOB Ha ByMaXKHOM HOCUTESE, codep KaLlnX CBeAeHns o cybbekTax
MOn BaHkom cobntopgatotes TpeboBaHusl, ycTaHoBMNeHHbIE MocTaHoBneHeM MNpasutenscTea PO
oT 15 ceHTA6ps 2008 roaa Ne 687 «O6 yTBepxaeHun MNMonoxeHnsa o6 ocobeHHoCcTAX 06paboTkm
nepcoHarnbHbIX AaHHbIX, OCyLLEeCTBRsieMon 6e3 MCNonb30BaHUsA CPEACTB aBToMaTU3aLmMmny», a
WUMEHHO, onpeaerneHbl MecTa XpaHeHusi, 06ecneyveHbl ycnosus, obecneunBaroLme CoOXxpaHHOCTb
MAH 1 ucknovaroLme HeCaHKLUMOHNPOBAHHbIV K HAM LOCTY.

5.10. PaboTHukn BaHka, ocywecTtenstowme obpabotky MNH, HeCyT OTBETCTBEHHOCTb 3a
ncnonHeHme TpeboBaHnI 3akOHO4AaTENBLCTBA, HAacToALEN MMOMUTUKM N UHBIX BHYTPEHHUX
[oKyMeHTOB BaHka, pa3paboTaHHbIX B pa3BUTUE U OONOSNTHEHUE HacToswen MonuTrku, npu
OCYLLECTBINEHMM KOHKPETHbIX BUAOB 6aHKOBCKOM AEATENBHOCTU, CBA3AaHHbIX ¢ 06paboTkon MAH.



6.AKTyanusauusi, ucnpasrneHue, yaaneHue u
YHUUYTOXEHUEe NepCcoHanbHbIX AaHHbIX, OTBETbI Ha
3anpocbl Cy0bLEKTOB Ha AOCTYN K NepPCOHasbHbIM
AaHHbIM.

6.1. B cnyyae noareepxxaeHusi pakta HeTouHocTu NOH BaHk 06a3aH yTounTth MNOH nnbo
obecneynTb NX yTOMHEHNE U CHATbL BnokmpoBaHue NH, a B cny4ae BbISABIIEHNA HEMPaBOMEPHOM
obpabotku NOH BaHk 06a3aH NpekpaTUTb HenpaBomMepHyto o6padoTky MNMAH nnn obecneunTb
npekpatleH1e HenpaBoMepHon obpaboTkm MNOH 1 B cnyyae, ecnvn o6ecnevnTs NPaBoMEPHOCTb
o6paboTku NOH HeBO3MOXHO, BaHk 0653aH YHUUTOXUTL Takue MNOH nnm obecneunTs nx
YHUYTOXEHME B COOTBETCTBMM CO CT.21 3akoHa Ne152-d3.

6.2. Mpwn goctmxennn Lenen obpabotkm MNAOH, a Takke B criydyae oT3biBa cyobektom MNOH
cornacus Ha nx obpabotky NH nognexart YHUUTOXEHNIO, ECIN:

® VHOE He NpeayCMOTPEHO 4OroBOPOM, CTOPOHOKM KOTOPOTo, Bbirogonpuobperarenem unm
nopy4mTenem, no KoTopomy sensaetcs cyowbekT MNOH;

e bBaHkK He BrpaBe ocyLlecTBnATbL 06paboTky 6e3 cornacus cybbekTa MNOH Ha OCHOBaHMSAX,
npegycmoTpeHHbIX 3akoHoM Ne 152-P3 nnu nHeimmn doegepanbHbiMU 3aKOHaMU;

® VHOE He NpeayCMOTPEHO MHbLIM cornaweHnem mexay baHkom n cyobektom MNOH.

6.3. baHk 0653aH npegoctaBuTb cybwekTy MNOH nnun ero npegcrasuTento nHgopmauuio 0o
ocyLllecTBnsieMon um o6paboTke MNOH Takoro cy6bekTa no 3anpocy NocrneaHero B COOTBETCTBUN
€O CT.20 3akoHa Ne152-93.

6.4. Nopsigok paboTbl ¢ 3anpocamu/obpatteHnammn cybwekTos MNIOH 1 nx npeacrasuTenen,
YMNONMHOMOY€EHHbIX OpraHoB onpeaeneH TpeboBaHnsmMn 3akoHa Ne 152-O3 n nponssoanTcA B
COOTBETCTBUN C NMpoLeaypon, yTBepXOeHHOM BO BHYTpeHHEM AoKyMeHTe baHka, Nopsake
06paboTku nepcoHanbHbIX AaHHbIX B [TAO «baHk CaHkT-NeTepbypr» (B AeNCTBYOLLEN
penaxkumn).

6.4.1. MNpu obpaweHun B baHk cybbekTa MNH ¢ 3anpocom o npeaocTaBneHun MHopmaLmm,
Kacatowencs obpaboTkm ero N[H, Takon 3anpoc OOIMKEH coaepXaTb: HOMEpP OCHOBHOIO
OOKYMEHTA, Y4OCTOBEPSIOLLErO IMYHOCTb CyObekTa NepCOHaNbHbIX AaHHbIX UMK €ro
npeacTaBUTENs, CBEAEHMS O AaTe BblAaun Yka3aHHOro 4OKYMEHTa M BblAaBLUEM €r0 opraHe,
cBefeHus, nogTBepXKaatoLwme y4acTne cyobekTa NepcoHarbHbIX AaHHbIX B OTHOLLEHUSIX C
BaHkom (Homep JoroBopa, AaTta 3aknivYeHnsa 4OroBopa, YyCroBHOE CroBeCHOEe 0603HavYeHme 1
(Mnn) nHble ceeaeHust), NGO cBeAeHMs, MHBIM 00pa3oM NoaTBepXxaatoLme akT odpaboTku
nepcoHanbHbIX AaHHbIX BaHkoM. 3anpoc AomkeH coaepXaTb NOANUCL CyObekTa NepCoHanbHbIX
JaHHbIX UNK ero npeactaBsuTens. 3anpoc MOXeT ObITb HanpaBneH B hopme 3anNeKTPOHHOro
OOKYMEHTa 1 NognucaH arekTPOHHON NOANUCHI0 B COOTBETCTBMM C 3aKOHOLATENBCTBOM
Poccuinckon degepaunn.

6.5. ObpaweHus cyobekTos NH no Bonpocam, cBsa3aHHbIM ¢ 0bpaboTkon MNOH, odhopmnaoTes B
cBoboaHom hopme 1 MoryT BbiTb Takke HanpaerneHbl Yepes VIHTepHeT-6aHk, Moyvton Poccumn Ha
othmumnaneHbli agpec baHka, B TOM Yyncre anekTpoHHbIN info@bspb.ru Mnn HenocpeacTBEHHO B
pononHuTenbHbIn odunc/dpunnan baHka.



